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(U) Executive Summary

Based on a recently published report, CAL-CSIC-202609-T-001.1, The Cal-CSIC has identified additional tactics
employed by Cyber Threat Actors (CTAs) who abuse the Microsoft Graph Application Programming Interface (API) in
conjunction with passkey-themed social engineering. The CTAs use publicly available information from social media
and professional-networking platforms to personalize attacks conducted through phone calls, SMS messages, or
Microsoft Teams. To establish persistence, the CTAs register their own phone numbers, authenticator applications, or
OTP tokens as an authentication methods for compromised accounts. The CTAs also limit their collection of SharePoint,
OneDrive, and email content using Exchange REST APIs to fewer than 1,000 items per hour, spreading the activity across
several hours fo days to blend in with legitimate activity.
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The Cal-CSIC assesses with moderate confidence that these financially motivated threat actors seek to steal data at
scale for extortion purposes.

(U) Recommendations:
. Do not engage with those claiming to be IT support if you did not request assistance, especially if they
are marked as external
. Employ Phishing-Resistant MFA
. Implement Strict Conditional Access Policies:
. Block authentication from untrusted locations, or anonymous IPs

(U) Updated TTPs:
« T1684.001 - Social Engineering: Impersonation
. Impersonation of IT helpdesk to manipulate the victim to make configuration changes
. T1583.001 - Acquire Infrastructure Domains
. Registers passkey, SSO, and identity-themed domains for phishing operations
. T1556.006 - Modify Authentication Process: Multi-Factor Authentication
+  Aftackers registered mobile devices or software OTP for persistence

(U) Reference:
https://www.microsoft.com/en-us/security/blog/2026/09/09/passkey-themed-social-
engineering-leads-identity-cloud-compromise/

Sharing, Reporting, and Support
Sharing information and intelligence to state, local, federal, and private partners will ensure organizations across
California can be better informed and defended.
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in sharing information or intelligence in any cyber
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% 833-REPORT-1 or 916.636.2997 %2 Coordinate with your regional Fusion Center

4 calcsic@caloes.ca.gov
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