TFAIA Critical Safety Incident Report
Drafting Worksheet
This worksheet is a drafting aid only. It is NOT intended for submission, and is provided for you to draft and internally review your report (e.g. across legal, safety, and communications teams). Final answers should be submitted via the Cal OES TFAIA secure submission portal.
Questions marked * are required on the portal; all other questions are voluntary.
  Submitter
Are you submitting this report on behalf of a frontier developer? *
☐  Yes — I am authorized to submit on behalf of the developer
☐  No — I am submitting as a member of the public
Updating a previously filed report? Complete the Amendment section at the end of this worksheet instead of drafting a new report.
  Critical Safety Incident Report
Date and time the incident occurred (or began) (Pacific Time) *
	 


Did this incident happen over multiple days? *
☐  Yes — indicate the range of continuous or non-continuous dates, and the date it was reported internally:
	 
 


☐  No
Does this incident pose an ongoing or imminent risk of death or serious physical injury?
☐  Yes
☐  No
If yes: per CA BPC § 22757.13(c)(2), such incidents must be disclosed within 24 hours to an appropriate authority (law enforcement or public safety agency with jurisdiction). Filing the portal report alone does not satisfy this requirement. Record which authority(ies) you notified, and when:
	 
 


Critical Safety Incident Type (select all that apply) *
☐  (1) Unauthorized access to, modification of, or exfiltration of, the model weights of a frontier model that results in death or bodily injury.
☐  (2) Harm resulting from the materialization of a catastrophic risk.
☐  (3) Loss of control of a frontier model causing death or bodily injury.
☐  (4) A frontier model that uses deceptive techniques against the frontier developer to subvert the controls or monitoring of its frontier developer outside of the context of an evaluation designed to elicit this behavior and in a manner that demonstrates materially increased catastrophic risk.
☐  (5) I am unsure about this selection — elaborate below.
"Catastrophic risk" in option (2), per CA BPC § 22757.11(c): (1) "Catastrophic risk" means a foreseeable and material risk that a frontier developer’s development, storage, use, or deployment of a frontier model will materially contribute to the death of, or serious injury to, more than 50 people or more than one billion dollars ($1,000,000,000) in damage to, or loss of, property arising from a single incident involving a frontier model doing any of the following:
1. (A) Providing expert-level assistance in the creation or release of a chemical, biological, radiological, or nuclear weapon.
1. (B) Engaging in conduct with no meaningful human oversight, intervention, or supervision that is either a cyberattack or, if the conduct had been committed by a human, would constitute the crime of murder, assault, extortion, or theft, including theft by false pretense.
1. (C) Evading the control of its frontier developer or user.
1. (2) It does not include risk from: (A) information otherwise publicly accessible in a substantially similar form from a source other than a foundation model; (B) lawful activity of the federal government; or (C) harm caused by a frontier model in combination with other software if the frontier model did not materially contribute to the harm.
If unsure about the incident type, or if the incident may span multiple types, elaborate:
	 
 


When was this incident first detected or discovered?
	 


How was this incident first discovered?
☐  Automated monitoring system
☐  Internal audit or evaluation
☐  Employee report
☐  External party report
☐  Third-party evaluator
☐  Other:
	 


Please describe what happened (a short and plain statement describing the incident) *
Where possible, address:
1. The model or system involved, and the associated model behavior (scheming, blackmail, unauthorized access, etc.)
1. How the incident was detected
1. The actors who caused, identified, and responded to the incident
1. Who has been notified (federal or state agencies, local authorities, customers, or the public)
1. Affected parties or stakeholders
	 
 
 
 
 
 
 
 


Please explain why this incident qualifies as a critical safety incident under the category selected above *
Where possible, address (see CA BPC § 22757.11 for definitions):
1. The type of harm that occurred or almost occurred (physical, financial, environmental, etc.)
1. The severity of harm (number of people injured or affected, economic losses, or similar impact data available at this time)
1. The nature of the behavior that caused the harm (assistance with building a CBRN weapon, loss of control, blackmail, scheming, unauthorized access, exfiltration, etc.)
	 
 
 
 
 
 
 
 


Was the incident associated with internal use of a frontier model? *
☐  Yes
☐  No
Critical infrastructure sector(s) affected by this incident (select all that apply)
☐ Chemical   ☐ Commercial Facilities   ☐ Communications   ☐ Critical Manufacturing   ☐ Dams   ☐ Defense Industrial Base   ☐ Emergency Services   ☐ Energy   ☐ Financial Services   ☐ Food and Agriculture   ☐ Government Facilities   ☐ Healthcare and Public Health   ☐ Information Technology   ☐ Nuclear Reactors, Materials, and Waste   ☐ Transportation Systems   ☐ Water and Wastewater Systems   ☐ Other / not a critical-infrastructure sector   ☐ No sector affected
  Model Information
Does this incident pertain to a frontier model?
☐  Frontier model
☐  Foundation model that is not a frontier model (reporting encouraged but not required per CA BPC § 22757.13(c)(4))
☐  Unsure
Per CA BPC § 22757.11(i):
1. (1) "Frontier model" means a foundation model that was trained using a quantity of computing power greater than 10^26 integer or floating-point operations.
1. (2) The quantity of computing power described in paragraph (1) shall include computing for the original training run and for any subsequent fine-tuning, reinforcement learning, or other material modifications the developer applies to a preceding foundation model.
Which model(s) were involved in this incident? (names and versions)
	 
 


Link documentation associated with the model(s) — the safety framework, system card, model card, and the transparency report published per CA BPC § 22757.12(c), if any — or plan them as attachments:
	 
 
 


Associated CVE(s) (if incident type (1) applies):
	 


In what context(s) was the model deployed at the time of the incident? (select all that apply)
☐  In development only — not yet deployed or used internally
☐  Used internally by employees at the company
☐  Deployed to certain third parties, but not generally available
☐  Deployed publicly through an API or similar
☐  Released as open weight/open source
Additional information on deployment at the time of the incident:
	 
 


In what context(s) is the model currently deployed? (select all that apply)
☐  In development only — not yet deployed or used internally
☐  Used internally by employees at the company
☐  Deployed to certain third parties, but not generally available
☐  Deployed publicly through an API or similar
☐  Released as open weight/open source
Additional information on current deployment:
	 
 


  Response and Disclosures
Please briefly describe what measures, if any, you or your organization have taken in response to this incident:
	 
 
 
 


Did this incident trigger a response described in your organization’s frontier AI framework published under CA BPC § 22757.12(a), if any?
☐  Yes — describe the response and how it relates to any mitigation or other measures taken:
	 
 
 


☐  No
Did your organization’s framework or risk assessments anticipate this type of incident, and are any changes to your framework or mitigations planned as a result? Please describe:
	 
 
 


Has any governmental agency or law enforcement entity been notified about this incident other than OES?
☐  Yes — agencies or law enforcement entities contacted:
	 


☐  No
At the time of discovery, did this incident qualify for 24-hour reporting per CA BPC § 22757.13(c)(2)?
☐  Yes — to whom was the disclosure made, and when?
	 


☐  No
  Attachments
List the files you plan to attach in the portal (up to 10 MB each; for larger files, attach a summary and note the complete file is available on request). Attach material that is part of your report, such as logs, timelines, and other documentation of the incident.
	 
 
 
 


  Sensitivity Designation
Reports submitted under the TFAIA are exempt from the California Public Records Act. Designating sensitive portions helps Cal OES make informed, case-by-case handling decisions when sharing with other government entities.
Does this report contain information you consider sensitive in any of the following ways? (select all that apply)
☐  Trade secret
☐  Cybersecurity-sensitive
☐  Public safety risk if disclosed
☐  National security risk if disclosed
☐  No sensitive designations
Identify the specific portions of the report (fields, passages, or attachments) that each designation applies to:
	 
 
 


  Point of Contact
Submitter Name:
	 


Reporting Organization:
	 


Your Role/Title:
	 


Phone Number:
	 


Email:
	 


Preferred Contact Method:
	 




  Amendment to a Previously Submitted Report
Complete this section only if amending a previously filed report per CA BPC § 22757.13(c)(3). Do not restate information that has not changed.
Report number of the original report (always the original, even if amended before): *
	 


☐  I do not have the original report number (if checked, describe below: approximate date submitted, date of the incident, and what it concerned, etc.)
	 
 


Does this incident pose an ongoing or imminent risk of death or serious physical injury?
☐  Yes — see the 24-hour disclosure note in the incident section above; record authority(ies) notified and when:
	 


☐  No
What does this amendment change? (select all that apply)
☐ Dates or timeline   ☐ Incident classification (category)   ☐ Severity or scope   ☐ Containment status   ☐ Model information   ☐ Contact information   ☐ Other
Describe what changed and why you are amending *
Where possible, address:
1. What new information was discovered, and how it was learned
1. Which statements in the original report no longer stand, and what replaces them
1. Whether the incident’s severity, scope, or containment status has changed
1. Any new notifications made to other agencies since the original filing
	 
 
 
 
 
 


