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Fortra’s GoAnywhere MFT: Critical RCE

Medusa Ransomware Deserialization Flaw CVE-2025-10035 Storm-1175

SUMMARY: The Cybersecurity Integration Center (CSIC) has identified a critical vulnerability
(CVE-2025-10035) affecting Fortra GoAnywhere Managed File Transfer (MFT), a core
component used for secure data exchange. Rated 10.0 (Critical) on the CVSS v3.1 scale,
the vulnerability is a deserialization of untrusted data flaw (CWE-502) within the software’s
License Servlet (Administrative Console). This flaw allows a remote, unauthenticated
attacker to forge a license response signature and deserialize an arbitrary, actor-controlled
object, leading to Remote Code Execution (RCE) and potential command injection (CWE-
77)2 on the MFT application. Active exploitation of this zero-day has been observed in the
wild, linked to the threat group Storm-1175, a Microsoft-tfracked financially motivated threat
group known for deploying Medusa ransomware.? Public detection resources and Proof-of-
Concept (PoC) code are available, which may increase the attack surface and speed up
exploitation attempts.4

Affected Versions (CVE-2025-10035):
e Fortra GoAnywhere MFT, versions prior o 7.6.3

e Fortra GoAnywhere MFT, versions from 7.7.0 and up (excluding 7.8.4)

The Cal-CSIC recommends upgrading to one of the patched versions of Fortra as soon as
possible. Please refer to the Fortra Security Advisory detailing the RCE vulnerability, for
further information and resources.
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