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Ivanti Endpoint Manager Critical Vulnerabilities Update
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The California Cybersecurity Integration Center (Cal-CSIC) has become aware of new
information regarding three previously published critical vulnerabilities (CVE-2024-13159,
CVE-2024-13160, CVE-2024-13161) in Ivanti's Endpoint Manager (EPM) product. All three
vulnerabilities are absolute path traversal vulnerabilities in lvanti EPM before the 2024
January-2025 Security Update and 2022 SUé January-2025 Security Update, which allow
a remote unauthenticated user to leak sensitive information.123 Since the publication of
our previous Cyber Advisory (serial number CAL-CSIC-202501-008), a proof of concept
has been released by a cybersecurity company, Horizon3.ai.4 Additionally, CISA has
added the three vulnerabllities to its Known Exploited Vulnerabilities (KEV) catalog.>

The Cal-CSIC recommends immediately updating to the latest Ivanti EPM version.

For further information on applying upgrades please refer to Ivanti Security Advisory.

Organization, Source, Reference, and Dissemination Information

UL e e California Government Code § 8586.5 established the California Cybersecurity

Integration Center (Cal-CSIC) as the central organizing hub of state
government's cybersecurity activities, including information sharing,
intelligence analysis, incident response, and overarching cybersecurity
strategy. The Cal-CSIC is responsible for reducing the likelihood and severity of
cyber incidents that could damage California’s economy, critical
infrastructure, and public or private sector networks in our state.

SR AL If you need further information about this issue, contact the Cal-CSIC at our

email address CalCSIC@caloes.ca.gov or by telephone at (833) REPORTI.

Source Summary This report was compiled from a variety of sources, predominately open-source
Statement reporting.
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https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-EPM-2022-SU6?language=en_US
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Handling Caveats Traffic Light Protocol (TLP): Recipients may share [INH®RFNN information with the

world; there is no limit on disclosure. Subject to standard copyright rules,
EOEFNY information may be shared without restriction.

Information Needs HSEC 1.1; HSEC 1.2; HSEC 1.5, HSEC 1.8; HSEC 1.10; STAC KIQ 1.1; KIQ 1.2; KIQ 1.3; KIQ 1.4;
KIQ 1.5

! National Vulnerability Database; “CVE-2024-13159 Detail”; https://nvd.nist.gov/vuln/detail/CVE-2024-13159;
accessed 13 March 2025.

2 National Vulnerability Database; “CVE-2024-13160 Detail”; https://nvd.nist.gov/vuln/detail/CVE-2024-13160;
accessed 13 March 2025.

3 National Vulnerability Database; “CVE-2024-13161 Detail”; https://nvd.nist.gov/vuln/detail/CVE-2024-13161;
accessed 13 March 2025.

4 Horizon3.ai; “lvanti Endpoint Manager — Multiple Credential Coercion Vulnerabilities”;
https://www.horizon3.ai/attack-research/attack-blogs/ivanti-endpoint-manager-multiple-credential-coercion-
vulnerabilities/; accessed 13 March 2025.

5 Cybersecurity and Infrastructure Security Agency; “Known Exploited Vulnerabilities Catalog”;
https://www.cisa.gov/known-exploited-vulnerabilities-catalog; accessed 13 March 2025.
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