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The California Cybersecurity Integration Center (Cal-CSIC) has become aware of
severe critical vulnerabilities under active exploitation known as CVE-2024-3272 and
CVE-2024-3273.7 The vulnerabilities affect D-Link DNS-320L, DNS-325, DNS-327L and DNS-
340L up to 20240403.2 Exploitation of the vulnerabilities may allow an attacker to
remotely commandeer the vulnerable devices by sending a set of HTTP requests to
them.3 Successful exploitation of this vulnerability could allow an attacker to execute
arbitrary commands on the system, potentially leading to unauthorized access to
sensitive information, modification of system configurations, or denial of service
conditions.4

The Cal-CSIC recommends immediately using an alternate device as the vulnerable D-
Link devices have reached end of life/end of service and will not be patched.

For further information on D-LINK DNS exploit proof of concept please refer to, Net Sec
Fish D-Link exploit.
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help us identify ways to better assist you, please sulbmit
feedback calcsic@caloes.ca.gov.

Source Summary

Statement This report was compiled from a variety of sources, predominately open-source

reporting.

Handling Caveats Traffic Light Protocol (TLP): Recipients may share [IE@RFAN information with the

world; there is no limit on disclosure. Subject to standard copyright rules,
RO FNS information may be shared without restriction.

Information Needs HSEC 1.1; HSEC 1.2; HSEC 1.5; HSEC 1.8; HSEC 1.10; STAC KIQ 1.1; KIQ 1.2; KIQ 1.3; KIQ 1.4;
KIQ 1.5
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