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SQL Injection Vulnerability in ArcGIS Servers on Windows, Linux and KubernetesSecure FTD
RCE
Adaptive Security Appliance
Unauthorized Access



The California Cybersecurity Integration Center (Cal-CSIC) has identified a critical SQL injection vulnerability that affects ArcGIS Server versions 11.3, 11.4, and 11.5 on Windows, Linux and Kubernetes. The vulnerability, CVE-2025-57870 would allow a remote, unauthenticated attacker to execute arbitrary SQL commands. Successful exploitation would result in unauthorized access, modification, or deletion of data from the targeted Enterprise Geodatabase. CVE-2025-57870 has a CVSS 3.
Apple is aware of a report that this issue may have been exploited in an extremely sophisticated attack against specific target individuals. However, no further details have been released.[endnoteRef:2] [2:  National Vulnerability Database; “CVE-2025-43300 Detail”; https://support.apple.com/en-us/124929s://nvd.nist.gov/vuln/detail/CVE-2025-43300; accessed 21 August 2025] 

Affected Versions: 
· Apple macOS Sonoma		before 14.7
· Apple macOS Ventura		before 13.7
· Apple macOS Sequoia		before 15.6
· Apple iOS and iPadOS 		before 18.6.2
· Apple iPadOS				before 17.7.10

The Cal-CSIC recommends immediately upgrading to the latest versions of each respective Apple product due to the widespread availability and use of these products with at least one known case of active exploitation reported in the wild. The Cal-CSIC will continue to monitor this vulnerability and will provide updates if necessary. 
https://support.apple.com/en-us/124925
https://support.apple.com/en-us/124926
https://support.apple.com/en-us/124927
https://support.apple.com/en-us/124928
https://support.apple.com/en-us/124929
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