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Remote Execution Vulnerability Affecting Multiple Cisco
Products

Remote Code Execution Cisco AsyncOS Established Persistence Zero-Day in the Wild

The California Cybersecurity Integration Center (Cal-CSIC) has identified a
critical vulnerability that affects Cisco Secure Email Gateway (SEG) and Cisco
Secure Email and Web Manager (SEWM) appliances. CVE-2025-20393 carries a
CVSS 3.1 score of 10.0." If successfully exploited, the vulnerability allows an
attacker to execute arbitrary commands with root privileges and establish
persistence on the underlying operating system of an affected appliance.? CVE-
2025-20393 is known to be exploited in the wild, likely as a zero-day vulnerability,
as there is currently no patch available or a workaround that directly mitigates
the risk. Cisco states that they are tracking a campaign that is targeting Cisco
AsyncOS Software for Cisco SEW and Cisco SEWM.

Cisco has stated that this vulnerability only affects Cisco SEG and Cisco SEWM
appliances with non-standard configurations, when the Spam Quarantine
feature is enabled and public-facing.3

The Cal-CSIC recommends immediately following Cisco’s guidance to identify
compromised appliances and multi-step processes to rebuild and restore
impacted appliances.

Analyst Comment: Talos has stated that they have been aware of this
exploitative activity since December 10, 2025, which has been ongoing since at
least late November 2025. Continued exploitation of this vulnerability is likely due
fo the recent discovery of this new campaign and the lack of direct
remediation/mitigation.

For further information on CVE-2025-20393 and Cisco’s security advisory, please
use this link:

Cisco Secure Email Gateway And Cisco Secure Email and Web Manager

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sma-attack-N9bf4
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Affected Products:

This vulnerability affects all releases of Cisco AsyncOS Software running Cisco
SEG and Cisco SEWM
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