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Cyber Advisory Oracle Fusion Middleware Vulnerability 

 

 
The California Cybersecurity Integration Center (Cal-CSIC) has identified a 
critical vulnerability affecting Oracle Identity Manager, part of the Oracle Fusion 
Middleware suite. CVE-2025-61757, which carries a CVSS 3.1 score of 9.8, stems 
from a missing authentication check within the product’s Representational State 
Transfer(REST) WebServices component. This flaw allows an unauthenticated 
attacker with network access over HTTP to fully compromise an Identity 
Manager instance, resulting in remote code execution (RCE).  

Successful exploitation grants attackers the ability to pivot within an 
organization’s environment, escalate privileges, and freely create or modify user 
accounts. Exploitation has been confirmed in the wild1 and may have been as a 
zero-day.2 A public Proof-of-Concept is available3. Oracle has released a patch 
as part of its October 2025 Critical Patch Update and organizations using 
affected versions should prioritize applying these updates immediately. 

 

Product Affected versions: 
Oracle Identity Manager 12.2.1.4.0 
 14.1.2.1.0 

 

The Cal-CSIC recommends immediately applying the patches released by 
Oracle as part of their Oracle Critical Patch Update for the month of October 
2025. 

For further information on this vulnerability, please see the Oracle Critical Patch 
Update Advisory. 
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Multiple Sectors impacted Oracle Identity Manager RCE Exploited in the Wild 
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