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The California Cybersecurity Integration Center (Cal-CSIC) has identified a critical Windows Server Update Service (WSUS) vulnerability that impacts the WSUS in Windows Server that a prior update did not fully mitigate.[endnoteRef:2] The vulnerability permits unsafe deserialization of untrusted input in WSUS that allows unauthenticated network-accessible remote code execution. The vulnerability, CVE-2025-59287, has a proof-of-concept publicly available[endnoteRef:3], is currently being actively exploited in the wild, and carries a CVSS 3.1 score of 9.8.[endnoteRef:4]  [2:  CISA; CISA Alert: CVE-2025-59287; https://www.cisa.gov/news-events/alerts/2025/10/24/microsoft-releases-out-band-security-update-mitigate-windows-server-update-service-vulnerability-cve; accessed 27 October 2025]  [3:  Hawktrace; “CVE-2025-59287 WSUS Remote Code Execution”; https://hawktrace.com/blog/CVE-2025-59287; accessed 27 October 2025]  [4:  NVD;” CVE-2025-59287 Detail”; https://nvd.nist.gov/vuln/detail/CVE-2025-59287; accessed 27 October 27, 2025] 

The Cal-CSIC recommends immediately deploying the latest security update to all WSUS servers and update servers hosting WSUS roles. If patching is delayed, follow Microsoft’s short term mitigation guidance and workarounds.[endnoteRef:5] [5: Microsoft; Windows Server Update Service (WSUS) Remote Code Execution Vulnerability; https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59287; accessed 27 October 2025] 

For further information on applying Microsoft’s security patch and workarounds please use this link:
CVE-2025-59287 - Security Update Guide - Microsoft - Windows Server Update Service (WSUS) Remote Code Execution Vulnerability

Affected Products:
	Product
	Version

	Windows Server 2019
Windows Server 2019 (Server Core installation)
	affected from 10.0.17763.0 before 10.0.17763.7922

	Windows Server 2022
	affected from 10.0.20348.0 before 10.0.20348.4297

	Windows Server 2025 (Server Core installation)
	affected from 10.0.20348.0 before 10.0.20348.4297

	Windows Server 2025
	affected from 10.0.26100.0 before 10.0.26100.6905

	Windows Server 2022, 23H2 Edition (Server Core installation)
	affected from 10.0.25398.0 before 10.0.25398.1916

	Windows Server 2016
Windows Server 2016 (Server Core installation)
	affected from 10.0.14393.0 before 10.0.14393.8524

	Windows Server 2012
Windows Server 2012 (Server Core installation)
	affected from 6.2.9200.0 before 6.2.9200.25728

	Windows Server 2012 R2
Windows Server 2012 R2 (Server Core installation)
	affected from 6.3.9600.0 before 6.3.9600.22826
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