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Windows SPNEGO Extended Negotiation Buffer Overflow VulnerabilityCritical Vulnerability
Buffer Overflow
NEGOEX
Windows SPNEGO


[bookmark: _Hlk45274247][bookmark: _Hlk203561524]The California Cybersecurity Integration Center (Cal-CSIC) has identified a critical heap-based buffer overflow vulnerability affecting Windows Simple and Protected GSS-API Negotiation’s (SPNEGO) Extended Negotiation mechanism. This CVE has an assigned CVSS v3.1 score of 9.8.[endnoteRef:2]  	Comment by Lacy, Stephen@CalOES: Reword this to explicitly state that this vulnerabilty IS CVE-2025-47981, but still flows freely with the CVSS score [2:  NVD; “CVE-2025-47981”; https://nvd.nist.gov/vuln/detail/CVE-2025-47981; accessed 16 July 2025] 

The heap-based buffer overflow occurs within the Extended Negotiation (NEGOEX) processing mechanism, allowing attackers to overwrite memory structures and gain control of program execution flow. An attacker can control the content and structure of this overflow to corrupt memory that can be redirected to remotely execute malicious code within the target service. This does not require prior authentication or interaction; the attacker just needs network access to a service that uses NEGOEX. [endnoteRef:3]	Comment by Lacy, Stephen@CalOES: Spell this out on the first mention of it	Comment by Lacy, Stephen@CalOES: Rephrase to match the above change of “An attacker”	Comment by Lacy, Stephen@CalOES: This sentence can be shortened.  For example, “This impact is heightened by the fact” may have too many words [3:  Windows Forum; “CVE-2025-47981: Critical Windows Authentication Flaw Enables Remote Code Execution”; https://windowsforum.com/threads/cve-2025-47981-critical-windows-authentication-flaw-enables-remote-code-execution.372762/; accessed 16 July 2025] 


Affected Versions: 
• All supported Windows versions with NEGOEX enabled are vulnerable, particularly if those systems act as authentication authorities or expose SPNEGO over the network. This includes most modern Windows Server deployments and corresponding client systems. 
The Cal-CSIC recommends immediately applying Microsoft’s official patch as soon as possible. 	Comment by Lacy, Stephen@CalOES: No action needed, but added an extra blank line b/t the above paragraph and this line to keep with the format consistency
For further Information on applying upgrades please refer to Microsoft’s advisory regarding  SPNEGO Extended Negotiation (NEGOEX) Security Mechanism Remote Code Execution Vulnerability.[endnoteRef:4] [4:  MSRC Security Updates; “SPNEGO Extended Negotiation (NEGOEX) Security Mechanism Remote Code Execution Vulnerability”; https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-47981; accessed 16 July 2025] 







_____________________________________________________________________	Comment by Lacy, Stephen@CalOES: No action needed.  Moved this area to be at the top of the second page. It was orginally closer to the middle of the page
	Organization, Source, Reference, and Dissemination Information 

	Organization Description 
	California Government Code § 8586.5 established the California Cybersecurity Integration Center (Cal-CSIC) as the central organizing hub of state government’s cybersecurity activities, including information sharing, intelligence analysis, incident response, and overarching cybersecurity strategy. The Cal-CSIC is responsible for reducing the likelihood and severity of cyber incidents that could damage California’s economy, critical infrastructure, and public or private sector networks in our state.

	Customer Feedback 
	If you need further information about this issue, contact the Cal-CSIC at our email address CalCSIC@caloes.ca.gov or by telephone at (833) REPORT1. 

	Source Summary Statement 
	This report was compiled from a variety of sources, predominately open-source reporting. 

	Handling Caveats 
	Traffic Light Protocol (TLP): Recipients may share TLP:CLEAR information with the world; there is no limit on disclosure. Subject to standard copyright rules, TLP:CLEAR information may be shared without restriction. 



	


WARNING: This document is the property of the California Cybersecurity Integration Center (CAL-CSIC) and follows Traffic Light Protocol (TLP) standards. Except for TLP:CLEAR, all TLP designations require recipients to control, store, handle, transmit, and dispose of this product accordingly. Do not release to the public, media, or unauthorized personnel without prior CAL-CSIC approval. This document may contain information exempt from public release under the California Public Records Act (Govt. Code Sec. 7920.000 et seq.). CAL-CSIC does not guarantee the completeness or accuracy of the information..CAL-CSIC-202507-003
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WARNING: This document is the exclusive property of the California Cybersecurity Integration Center (CAL-CSIC) and abides by Traffic Light Protocol (TLP) standards for distribution purposes. It may contain information exempt from public release under the California Public Records Act (Govt. Code Sec. 6250, et seq.). Recipients must control, store, handle, transmit, distribute, and dispose of this product in accordance with the TLP standard relating to shared intelligence. Do not release to the public, media, or other personnel who do not have a valid need-to-know without prior approval of an authorized CAL-CSIC official.CAL-CSIC-202507-003
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