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FortiWeb Flaw Exploited to Create Admin Accounts

Authentication Bypass Admin Account Creation Proof-of-Concept Zero-Day

The California Cybersecurity Integration Center (Cal-CSIC) has become aware
of a potential zero-day critical vulnerability in the Fortinet Fortiweb product.! This
vulnerability, whose CVE is still under review, arises from an authentication
bypass vulnerability in FortiWeb versions prior to 8.0.2. Successful exploitation
allows an adversary to create new administrator accounts on the appliance by
sending crafted HTTP POST requests that exploit the management APl endpoint,
/api/v2.0/cmdb/system/admin%3F/../../../../../cgi-bin/fwbcgi. Once an admin
account is created, the attacker gains full control of the device enabling them
to undermine perimeter Web Application Firewall (WAF) protections and
establish persistence.

Exploitation is confirmed in the wild and a Proof-of-Concept was published.23
WatchTowr, a cybersecurity research group, has also published a detection
artifact generator for FortiWeb authentication bypass on GitHub.4 The vendor’s
fix is included in version 8.0.2 and instructions to upgrade can be found here.

The Cal-CSIC recommends immediately applying the latest FortiWeb patch due
to the severity of the vulnerability and active exploitation documented in the
wild.

Indicators-of-Compromise associated with this zero-day (IPs):

107.152.41.19

144.31.1.63

89.169.55.168

185.192.70.33

185.192.70.53

185.192.70.43

185.192.70.25

185.192.70.36

185.192.70.49

185.192.70.39

185.192.70.57

185.192.70.50

185.192.70.46

185.192.70.31

64.95.13.8
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Usernames and Passwords extracted from malicious payloads associated with
this zero-day:

Testpoint AFodIUU3Sszp5

frader] 3eMIXX43

trader 3eMIXX43

test1234point AFT3$tH4ck

Testpoint AFT3$tH4ck

Testpoint AFT3$tH4ckmetOd4yagaln
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