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FortiSIEM Remote Unauthenticated Command Injection 
Vulnerability 
 

 

The California Cybersecurity Integration Center (Cal-CSIC) has identified a 
critical vulnerability affecting Fortinet Security Information and Event 
Management (FortiSIEM) product. CVE-2025-25256, assigned a CVSS v3.0 score 
of 9.8, arises from improper neutralization of special elements used in operating 
system commands also known as OS Command Injection (CWE-78)i. Successful 
exploitation could allow a remote, unauthenticated attacker to execute 
unauthorized code or commands through crafted command line interface 
requests. ii Fortinet has observed the vulnerability being exploited in the wild. iii 
 

Affected Versions:  

• FortiSIEM 7.3 7.3.0 through 7.3.1 
• FortiSIEM 7.2 7.2.0 through 7.2.5 
• FortiSIEM 7.1 7.1.0 through 7.1.7 
• FortiSIEM 7.0 7.0.0 through 7.0.3  
• FortiSIEM 6.7 6.70 through 6.7.9 
• FortiSIEM 6.6 All versions 

 

The Cal-CSIC recommends immediately applying the mitigations provided by 
Fortinet’s security bulletin due to the severity of the vulnerability and active 
exploitation documented in the wild. 

Fortinet Security Bulletin CVE-2025-25256 
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