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Multiple Fortinet Products’ Forticloud SSO Login Authentication Bypass VulnerabilityCrafted SAML Message
Unauthorized Access
Unauthenticated Attacker
Patch Available



The California Cybersecurity Integration Center (Cal-CSIC) has identified two critical Improper Verification of Cryptographic Signature vulnerabilities in FortiOS, FortiWeb, FortiProxy, and FortiSwitchManager. CVE-2025-59718 and CVE-2025-59719 both hold a CVSS 3.1 score of 9.8. These vulnerabilities may allow an unauthenticated attacker to bypass the FortiCloud SSO login authentication via a crafted Security Assertion Markup Language (SAML) message. [endnoteRef:2][endnoteRef:3]When exploited, the vulnerabilities will allow a remote attacker to gain unauthorized access. The vulnerabilities are currently not known to be exploited in the wild, nor is a proof-of-concept publicly available for either CVE. [2:  NVD; CVE-2025-59718 Detail; https://nvd.nist.gov/vuln/detail/CVE-2025-59718; accessed 09 December 2025]  [3:  NVD; CVE-2025-59718 Detail; https://nvd.nist.gov/vuln/detail/CVE-2025-59718; accessed 09 December 2025] 

The Cal-CSIC recommends immediately deploying FortiGuard Labs’ guidance and deploying the latest security patch to all impacted Fortinet devices. If patching is delayed, follow FortiGuard Labs’ short term mitigation guidance and workarounds.[endnoteRef:4] [4: PSIRT; Multiple Fortinet Products' FortiCloud SSO Login Authentication Bypass; https://fortiguard.fortinet.com/psirt/FG-IR-25-647; accessed 09 December 9, 2025] 

For further information on applying Fortinet’s security patch and workarounds please use this link:
PSIRT FG-IR-25-647 – Fortinet Vendor Advisory

Affected Products:
	Product
	Version

	FortiOS 7.6
	7.6.0 through 7.6.3

	FortiOS 7.4
	7.4.0 through 7.4.8

	FortiOS 7.2
	7.2.0 through 7.2.11

	FortiOS 7.0
	7.0.0 through 7.0.17

	FortiOS 6.4
	Not affected

	FortiProxy 7.6
	7.6.0 through 7.6.3

	FortiProxy 7.4
	7.4.0 through 7.4.10

	FortiProxy 7.2
	7.2.0 through 7.2.14

	FortiProxy 7.0
	7.0.0 through 7.0.21

	FortiSwitchManager 7.2
	7.2.0 through 7.2.6

	FortiSwitchManager 7.0
	7.0.0 through 7.0.5

	FortiWeb 8.0
	8.0.0

	FortiWeb 7.6
	7.6.0 through 7.6.4

	FortiWeb 7.4
	7.4.0 through 7.4.9

	FortiWeb 7.2
	Not affected

	FortiWeb 7.0
	Not affected
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