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Citrix NetScaler ADC and NetScaler Gateway Ciritical
Vulnerabilities

NetScaler ADC Remote Code Execution NetScaler Gateway Memory Overflow

The California Cybersecurity Integration Center (Cal-CSIC) has identified three
vulnerabilities affecting Citrix NetScaler Application Delivery Controller (ADC)
and Gateway devices.

o (CVE-2025-7775 (CVSS score: 9.2) - Memory overflow vulnerability leading
to Remote Code Execution (RCE) and/or Denial-of-Service (DoS)i

o (CVE-2025-7776 (CVSS score: 8.8) - Memory overflow vulnerability leading
to unpredictable or erroneous behavior and DoSi

o (CVE-2025-8424 (CVSS score: 8.7) - Improper access control on the
NetScaler Management Interfacei

The CSIC assesses that CVE-2025-7775 is the most critical, due to its active
exploitation of unmitigated devices, and its capability to enable
unauthenticated remote code execution. Successful exploitation allows an
aftacker to execute arbitrary code or cause a DoS condition on an affected
device.V

Affected Versions:

NetScaler ADC and NetScaler Gateway 14.1 before 14.1-47.48
NetScaler ADC and NetScaler Gateway 13.1 before 13.1-59.22
NetScaler ADC 13.1-FIPS and NDcPP before 13.1-37.241-FIPS and NDcPP
NetScaler ADC 12.1-FIPS and NDcPP before 12.1-55.330-FIPS and NDcPP

The Cal-CSIC recommends immediately applying the mitigations provided by
Citrix security bulletin due to the severity of these vulnerabilities.

NetScaler ADC and NetScaler Gateway Security Bulletin
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https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX694938
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