[image: ][image: A picture containing logo

Description automatically generated]







CYBER ADVISORY
CALIFORNIA CYBERSECURITY INTEGRATION CENTER

CYBER ADVISORY
CALIFORNIA CYBERSECURITY INTEGRATION CENTER










TLP:CLEAR




CYBER ADVISORY

TLP:CLEAR10 July 2025 


Cisco Unauthenticated Remote Code Execution VulnerabilitiesCritical Vulnerability
Root Access
RCE
Cisco


[bookmark: _Hlk45274247]The California Cybersecurity Integration Center (Cal-CSIC) has identified a critical remote code execution (RCE) vulnerability affecting Cisco Unified Communications Manager (Unified CM) and Cisco Unified Communications Manager Session Management Edition (Unified CM SME). CVE-2025-20309, assigned a CVSS v3.1 score of 10.0, occurs due to the inclusion of hardcoded, static root credentials in Cisco Unified CM and Unified CM SME. [endnoteRef:2] These credentials, originally intended for development purposes, cannot be modified or removed in production systems. This allows an unauthenticated remote attacker to log in to an affected device and gain root-level access, allowing the execution of arbitrary commands.[endnoteRef:3]	Comment by Lacy, Stephen@CalOES: In the yellow pill, there is a tag for “RCE”, as there should be, but nowhere in the description does it spell out “Remote code execution.”  Please add that wording where you think it makes sense	Comment by Lacy, Stephen@CalOES: Change language to something like “This allows an unauthenticated remote attacker to utilize these credentials……” [2:  National Vulnerability Database; “CVE-2025-20309 Detail” https://nvd.nist.gov/vuln/detail/CVE-2025-20309; accessed 07 July 2025]  [3:  Cisco; “Cisco Unified Communications Manager Static SSH Credentials Vulnerability”; https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cucm-ssh-m4UBdpE7; accessed 07 July 2025] 


Affected Versions (CVE-2025-20309): 
• Cisco Unified CM and Unified CM SME Engineering Special (ES) releases 15.0.1.13010-1 through 15.0.1.13017-1, regardless of device configuration.

The Cal-CSIC recommends immediately applying the mitigations provided by Cisco’s security bulletins due to the severity of these vulnerabilities. 

For further Information on applying upgrades please refer to the  Cisco Security Bulletin CVE-2025-20309.
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	Organization, Source, Reference, and Dissemination Information 

	Organization Description 
	California Government Code § 8586.5 established the California Cybersecurity Integration Center (Cal-CSIC) as the central organizing hub of state government’s cybersecurity activities, including information sharing, intelligence analysis, incident response, and overarching cybersecurity strategy. The Cal-CSIC is responsible for reducing the likelihood and severity of cyber incidents that could damage California’s economy, critical infrastructure, and public or private sector networks in our state.

	Customer Feedback 
	If you need further information about this issue, contact the Cal-CSIC at our email address CalCSIC@caloes.ca.gov or by telephone at (833) REPORT1. 

	Source Summary Statement 
	This report was compiled from a variety of sources, predominately open-source reporting. 

	Handling Caveats 
	Traffic Light Protocol (TLP): Recipients may share TLP:CLEAR information with the world; there is no limit on disclosure. Subject to standard copyright rules, TLP:CLEAR information may be shared without restriction. 



	


WARNING: This document is the property of the California Cybersecurity Integration Center (CAL-CSIC) and follows Traffic Light Protocol (TLP) standards. Except for TLP:CLEAR, all TLP designations require recipients to control, store, handle, transmit, and dispose of this product accordingly. Do not release to the public, media, or unauthorized personnel without prior CAL-CSIC approval. This document may contain information exempt from public release under the California Public Records Act (Govt. Code Sec. 7920.000 et seq.). CAL-CSIC does not guarantee the completeness or accuracy of the information..CAL-CSIC-202507-001
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