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 CYBER ADVISORY 
The California Cybersecurity Integration Center (Cal-CSIC) has identified ongoing exploitation of chained vulnerabilities, CVE-2023-201181 and CVE-2023-200252 , in Cisco VPN routers.  These vulnerabilities affect models RV 016, RV 042, RV 042G, RV082, RV 320 and RV 325. Cisco VPN routers allow remote network access to internal network functions. The most significant vulnerability, CVE-2023-20025, which has a CVSS 3.1 score of 9.8, allows an attacker to bypass authentication and gain root-level access.  In 2023, Cisco published an advisory that exploitation code was available for this vulnerability.  CVE-2023-20118 has a CVS 3.1 score of 6.5 and allows remote code execution, but requires administrator credentials.
Successful exploitation of these chained vulnerabilities could allow administrator-level remote code execution.  CISA has added these two vulnerabilities to its Known Exploited Vulnerability catalog3 as they were recently seen chained together in the wild.
The Cal-CSIC recommends disabling remote management and blocking access to ports 443 and 60443.
For further information on these vulnerabilities, see Cisco’s advisory.
______________________________________________________________________________
	Organization, Source, Reference, and Dissemination Information 

	Organization Description 
	California Government Code § 8586.5 established the California Cybersecurity Integration Center (Cal-CSIC) as the central organizing hub of state government’s cybersecurity activities, including information sharing, intelligence analysis, incident response, and overarching cybersecurity strategy. The Cal-CSIC is responsible for reducing the likelihood and severity of cyber incidents that could damage California’s economy, critical infrastructure, and public or private sector networks in our state.

	Customer Feedback 
	If you need further information about this issue, contact the Cal-CSIC at our email address CalCSIC@caloes.ca.gov or by telephone at (833) REPORT1.

	Source Summary Statement 
	UPDATE THIS PORTION APPROPRIATELY

	Handling Caveats 
	Traffic Light Protocol (TLP): Recipients may share TLP:CLEAR information with the world; there is no limit on disclosure. Subject to standard copyright rules, TLP:CLEAR information may be shared without restriction. 

	Information Needs 
	HSEC 1.1; HSEC 1.2; HSEC 1.5; HSEC 1.8; HSEC 1.10; STAC KIQ 1.1; KIQ 1.2; KIQ 1.3; KIQ 1.4; KIQ 1.5 


 1 NIST; “CVE-2023-20118 Detail” https://nvd.nist.gov/vuln/detail/CVE-2023-20118; accessed 4 March 2025
 2 NIST; “CVE-2023-20025” full link to website; accessed 4 March 2025
 3 CISA KEV; “CVE-2023-20118” https://www.cve.org/CVERecord?id=CVE-2023-20118; accessed 4 March 2025
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