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SUMMARY: The California Cybersecurity Integration Center (Cal-CSIC) has identified multiple vulnerabilities that exists in F5 BIG-IP iSeries, rSeries, or any other F5 device that has reached end of support (EoS) as well as any devices running BIG-IP (F5OS), BIG-IP (TMOS), Virtual Edition (VE), BIG-IP Next, BIG-IQ, and BIG-IP Next for Kubernetes (BNK)/Cloud Native Network Functions (CNF). [endnoteRef:2] Successful exploitation will allow an authenticated attacker with local access to escalate their privileges and allow the attacker to cross a security boundary. [endnoteRef:3] [2:  CISA; “ED-26-01: Mitigate Vulnerabilities in F5 Devices”; https://www.cisa.gov/news-events/directives/ed-26-01-mitigate-vulnerabilities-f5-devices; Accessed 16 October 2025
]  [3:  NVD NIST; CVE-2025-57780 Detail; https://nvd.nist.gov/vuln/detail/CVE-2025-57780; Accessed 16 October 2025] 


Affected audience:		
Please review the following Quarterly Security Notification published by the vendor to determine your level of impact. 

The Cal-CSIC recommends that all F5 customers immediately inventory and identify for any potential F5 devices and apply the latest vendor update for impacted F5 products. For all public facing BIG-IP physical or virtual devices, identify if the networked management interface (NMI) is accessible directly from the public internet. If you have public facing F5 Devices that have reached end of support (EoS), disconnect and decommission those devices. 

For further information to apply upgrades please refer to the SonicWall Advisory here: 
Quarterly Security Notification (October 2025)[endnoteRef:4] [4:  F5; Quarterly Security Notification; https://my.f5.com/manage/s/article/K000156572#exposure; accessed 16 October 2025
] 


For public facing BIG-IP physical or virtual devices, please follow CISA guidance on mitigating risks from internet-exposed management surfaces: 
BOD 23-02: Implementation Guidance for Mitigating the Risk from Internet-Exposed Management Interfaces | CISA[endnoteRef:5] [5:  CISA; “BOD 23-02: Implementation Guidance for Mitigating the Risk from Internet-Exposed Management Interfaces; https://www.cisa.gov/news-events/directives/bod-23-02-implementation-guidance-mitigating-risk-internet-exposed-management-interfaces; Accessed 16 October 16, 2025
] 
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