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Executive Summary

The Cal-CSIC has become aware of a SQL injection vulnerability, CVE-2026-
114625, affecting on-premises Arista VeloCloud Orchestrator. Arista rates the
Critical vulnerability, with CVSS 3.1 and CVSS 4.0 base scores of 9.9 and 9.4,
respectively. An attacker requires network access to the web interface and a
valid portal session; the Enterprise Read Only role is sufficient. Successful
exploitation allows the attacker to gain operator privileges and impersonate a
local superuser operator, accessing privileged internal functionality and
potentially compromising the host and managed data.! Arista has since
released fixed versions and the vulnerability was confirmed to be actively
exploited by the Cybersecurity and Infrastructure Security Agency (CISA) Known
Exploited Vulnerabilities2 catalog on October 23, 2026. Official sources do not
provide runnable public proof-of-concept (PoC) code.

Recommended Actions

The Cal-CSIC recommends following the Arista Security Advisory3 to include:

1. Installing the appropriate fixed release and prioritizing internet-facing
systems.

2. Restrict portal access to trusted administrative networks pending the
upgrade.

3. Investigate unexpected web requests, administrator changes, outbound
connections and webshells.
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Affected Releases and Updated Version

ASIE) Ve'oc'osug Orehesireter 5.2.0 to before 5.2.3.18 5.2.3.18 orlaterin 5.2

e Ve'oc'oéuf Oreesiierer 6.1.0 to before 6.1.3.10 6.1.3.10 or later 6.1

AT Ve'oc'oéuj' Orehesirerer 6.4.0 to before 6.4.2.12 6.4.2.12 or later in 6.4

Sharing, Reporting, and Support

Sharing, Reporting, and Support

Sharing information and intelligence to state, local, federal, and private partners will ensure organizations across
California can be better informed and defended.

For questions, concerns, or support or are interested ~ Report suspicious or suspected foreign activity and incidents to:
orauestions, concerns, o S| . c __
o et the CaesiC i 72€7 /A Federal Officials at CISA and/or the FBl as applicable

Q, 833-REPORT-1 or 916.636.2997

¥ cadlcsic@caloes.ca.gov s N )
e Information, intelligence, and IOCs with ISACs

Coordinate with your regional Fusion Center
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