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Executive Summary

The California Cybersecurity Integration Center (Cal-CSIC) has identified a high
severity zero-day vulnerability under active exploitation, CVE-2026-88779,
affecting Citrix NetScaler ADC and NetScaler Gateway deployments. CVE-2026-
88779 is an improper restriction of operations within the bounds of a memory
buffer vulnerability (CWE-119 / memory overflow) within NetScaler SAML
authentication handling. An attacker operating remotely without valid
credentials can frigger this vulnerability by sending malformed SAML
authentication requests, crashing the authentication process or appliance to
induce a sustained denial-of-service (DoS) condition. Exploitation requires no
authentication, administrative credentials, or user interaction, but requires the
appliance to be configured as a SAML Service Provider (SP) or SAML Identity
Provider (IdP) bound to Gateway or AAA virtual servers!. This vulnerability carries
a CVSS v4.0 score of 8.7 (High)2 and has been added to the CISA Known
Exploited Vulnerabilities (KEV): catalog due to confirmed active exploitation.

Recommended Actions

The Cal-CSIC recommends the following actions from the Citrix Advisory:

1. Audit Configurations for SAML Preconditions & Upgrade Deployments:
Immediately identify devices configured with SAML authentication actions
(samlAction) or SAML IdP profiles (samlldPProfile) and upgrade them to
the corresponding fixed NetScaler release (14.1-73.41, 13.1-64.28, 14.1-
73.41 FIPS, or 13.1-37.282).

2. Apply Interim Virtual Patching via NetScaler Console:
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https://support.citrix.com/external/article/CTX697174/citrix-netscaler-adc-and-citrix-netscale.html

If immediate patching cannot be completed, enable the Global Deny List
signature mitigation with virtual patching enabled via NetScaler Console
to block exploit patterns from known malicious sources while scheduling
emergency maintenance.

Affected Releases and Updated Version

NetScaler ADC / Gateway . Upgrade to 14.1-73.41
14.1 Earlier than 14.1-73.41 or later

NetScaler ADC / Gateway . Upgrade to 13.1-64.28
13.1 Earlier than 13.1-64.28 I

Earlier than 14.1-73.41 Upgrade to 14.1-73.41

NetScaler ADC 14.1-FIPS FIPS FIPS or later

NetScaler ADC 13.1-FIPS / . Upgrade to 13.1-
NDcPP Earlier than 13.1-37.282 37.282 or later

Sharing, Reporting, and Support

Sharing, Reporting, and Support
Sharing information and intelligence to state, local, federal, and private partners will ensure organizations across
California can be better informed and defended.

For questions, concerns, or support or are interested ~ Report suspicious or suspected foreign activity and incidents to:
in sharing information or inteligence in any cyber

related matter, contact the Cal-CSIC via: _ " Federal Officials at CISA and/or the FBI as applicable

% 833-REPORT-1 or 916.636.2997 <1 Coordinate with your regional Fusion Center

¥ cadlcsic@caloes.ca.gov

,, information, inteligence, and IOCs with ISACs
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