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Joomla Content Editor Vulnerability

Joomla KEV Improper Access JCE

The California Cybersecurity Integration Center (Cal-CSIC) has identified a
maximum severity vulnerability in Joomla Content Editor (JCE). CVE-2026-48%07,
with a CVSS v4.0 score of 10, allows for improper access control to facilitate
arbitrary code execution.! In addition, this vulnerability has been added to
CISA’s Known Exploited Vulnerability (KEV) catalog, and is currently under active
exploitation.23

When exploited, attackers can create new editor profiles for unauthenticated
users, allowing for upload of malicious PHP: Hypertext Processor (PHP) code.
Furthermore, Joomla stated that while patching closes the entry point, an
already compromised site is sfill at risk.3

The Cal-CSIC recommends following Joomla’s guidance on both mitigation and
patching this vulnerability.

For more information on CVE-2026-48907, please refer to JCE security update,
and a free patch for older sites

Cal-CSIC services are provided at no cost to assist organizations in strengthening
their cybersecurity defenses. If you need assistance or wish to verify this
communication, please contact us at (833) REPORT-1, or (?16) 636-2997. Visit our
website for more details: California Cybersecurity Integration Center | California
Governor's Office of Emergency Services
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