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The Cal-CSIC has become aware of an out-of-bounds write vulnerability, CVE-2026-
111497, in the Google Brotli decoder. Brotli is a compression library used by applications
to decode data; processing untrusted streams can put application memory at risk.
Google's CVE record rates the flaw Critical with a CVSS 4.0 score of 9.2.12

An invalid block switch in a crafted Brotli stream can be mistaken for a request for more
input, causing the streaming decoder to overrun an internal buffer. The attacker must
reach an application path that decompresses the stream; the flaw itself needs no
credentials or user action. Successful exploitation could let the attacker crash the
process, disclose its memory, or potentially execute arbitrary code. The effect depends
on the application's execution context.’3

Google released the fixed Brotli versions listed below, while Node.js patched its
supported 22.x, 24.x, and 26.x lines. Other products bundling a vulnerable decoder
require product-specific remediation. CISA added the CVE to its Known Exploited
Vulnerabilities catalog on 27 October 2026, reflecting known exploitation without
publishing campaign details. As of 28 October 2026, public proof-of-concept (PoC)
code is available, and open-source research has demonstrated code execution in
specific Node.js laboratory setups. The same research observed an apparent exploit
attempt on 26 October 2026, but the captured payload did not produce a shell when
reproduced.’?45

The Cal-CSIC recommends that clients identify applications and services decoding
untrusted Brotli data, prioritizing internet-facing systems and bundled copies. Upgrade
direct Brotli installations to the fixed release for their branch, and apply relevant vendor
updates to runtimes, packages, and appliances. If updating is delayed, restrict or
disable decoding of untrusted Brotli data where feasible. Review recent crashes and
anomalous activity on exposed systems and investigate suspicious findings.’?6¢

For additional details regarding CVE-2026-111497, please use this link:
Google Brotli Security Releases:

https://github.com/google/brotli/releases
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https://github.com/google/brotli/releases

Affected Products and Versions

Google Brotli 1.0.x 1.0.3 to before 1.0.10 1.0.10
Google Brotli 1.1.x 1.1.0 to before 1.1.1 1.1.1
Google Brotli 1.2.x 1.2.0 to before 1.2.1 1.2.1

These are upstream Google Brotliranges. Bundled or backported copies require
product-specific verification; an upstream version string alone may not show whether a
vendor fix is present.’®

Sharing, Reporting, and Support

Sharing, Reporting, and Support
Sharing information and intelligence to state, local, federal, and private partners will ensure organizations across
California can be better informed and defended.

For questions, concerns, or support or are interested ~ Report suspicious or suspected foreign activity and incidents to:
in sharing information or inteligence in any cyber

related matter, contact the Cal-CSIC via: _ " Federal Officials at CISA and/or the FBI as applicable

% 833-REPORT-1 or 916.636.2997 <1 Coordinate with your regional Fusion Center

¥ cadlcsic@caloes.ca.gov

, information, inteligence, and IOCs with ISACs
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