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Multiple Vulnerabilities Addressed in Latest Microsoft Security Update

Privilege Escalation Under Active Exploitation Patch Available

The California Cybersecurity Integration Center (Cal-CSIC) has identified
multiple vulnerabilities affecting Microsoft in its latest September 2026 Security
Update, two of which are under active exploitation.!

1. CVE-2026-85880, a Heap-based buffer overflow in Windows ALPC which
potentially allows an authorized attacker to elevate privileges locally. It
carries a CVSS v3.1 base score of 7.8 (High).2

2. CVE-2026-81963, an Improper link resolution before file access ('link
following') in Windows Update Stack which potentially allows an
authorized attacker to elevate privileges locally. It carries a CVSS v3.1
base score of 7.8 (High).3

Both vulnerabilities have been added to the CISA Known Exploited
Vulnerabilities (KEV)4 5 catalog due to active exploitation in the wild. Both
vulnerabilities have been added to the CISA Known Exploited Vulnerabilities
(KEV)¢ 7 catalog due to the active exploitation in the wild. No public Proof-of-
Concept (PoC) exploit code has been identified at this time.

The Cal-CSIC recommends applying the latest Microsoft September 2026
Security Patch immediately.

Vendor Advisory:

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-85880

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81963
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Cal-CSIC services are provided at no cost to assist organizations in strengthening
their cybersecurity defenses. If you need assistance or wish to verify this
communication, please contact us at (833) REPORT-1, or (216) 636-2997. Visit our
website for more details: California Cybersecurity Integration Center | California
Governor's Office of Emergency Services
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