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Multiple Critical Vulnerabilities Impacting Google Chrome

Remote Code Execution Zero-Day Vulnerability  Actively Exploited Patch Available

The California Cybersecurity Integration Center (Cal-CSIC) have identified
multiple vulnerabilities affecting Google Chrome in its latest stable channel
update (Chrome 153)." A primary concern is CVE-2026-87491, an out-of-bounds
write memory corruption flaw discovered in Chromium’'s V8 JavaScript and
WebAssembly engine.? This zero-day vulnerability potentially affects downstream
Chromium-based browsers, including Microsoft Edge and Opera.3 Additionally, it
carries an CVSS v3.1 base score of 8.8 (High) and has been added to the CISA
Known Exploited Vulnerabilities (KEV) catalog due to active exploitation in the
wild. Third-party threat analysis exists; however, no verified public Proof-of-
Concept (PoC) has been released. Successful exploitation allows a remote
aftacker to achieve arbitrary code execution within the browser sandbox via a
specially crafted HTML webpage.

The Cal-CSIC recommends the following:

1. Verify Updates: Ensure Google Chrome is updated to at least version
153.0.8010[.]36 (Linux) or 153.0.801[.]36/.37 (Windows/macQS).4

2. Restart Browser: Have user fully close and restart Chrome to load the latest
patch.?

3. Downstream Chromium Software: Monitor and apply corresponding baseline
updates for Microsoft Edge, Brave, and Opera as vendor builds become
available.
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https://chromereleases.googleblog.com/2026/09/stable-channel-update-for-desktop_0808145027.html

Affected Components and Versions

Google Chrome 153.0.8010.36 or Below

Cal-CSIC services are provided at no cost to assist organizations in strengthening
their cybersecurity defenses. If you need assistance or wish to verify this
communication, please contact us at (833) REPORT-1, or (916) 636-2997. Visit our
website for more details: California Cybersecurity Integration Center | California
Governor's Office of Emergency Services
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