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Critical SQL Injection Vulnerability on Cisco AsyncOS and Secure
Email Gateway

Remote Code Execution Zero-Day Vulnerability Actively Exploited Patch Available

The California Cybersecurity Integration Center (Cal-CSIC) have identified a
critical vulnerability, CVE-2026-76461, affecting Cisco AsyncOS Software for
Cisco Secure Email Gateway (formerly IronPort ESA). CVE-2026-76461 is an SQL
injection vulnerability (CWE-89) in the email parsing logic that allows an
unauthenticated remote attacker to execute arbitrary SQL statements and run
commands with root privileges on the underlying operating system. Successful
exploitation requires no authentication, administrative access, or user
interaction; which can lead to arbitrary SQL execution and ultimately command
execution with root privileges on the underlying operating system.! The
vulnerability carries a CVSS v3.1 base score of 9.8 (Critical)?2 and has been
added to the CISA Known Exploited Vulnerabilities (KEV)3 catalog due to active
exploitation in the wild. No verified public Proof-of-Concept (PoC) has been
released.

The Cal-CSIC recommends the following:4

1. Verify Updates: Ensure all virtual and physical Cisco Secure Email Gateways to
the fixed Cisco AsyncOS release specified in the vendor advisory.

2. Restart Browser: Have User Fully close and restart Chrome to load the latest
patch.

3. Verify system integrity and monitor outbound network connections from
gateway management interfaces.
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Affected Components and Versions

Earlier than 16.5.0-780

i Email
Cisco Secure Emai Cisco AsyncOS Earlier than 16.0.4-3021
Gateway

Earlier than 15.5.5-0141

Cal-CSIC services are provided at no cost to assist organizations in strengthening
their cybersecurity defenses. If you need assistance or wish to verify this
communication, please contact us at (833) REPORT-1, or (916) 636-2997. Visit our
website for more details: California Cybersecurity Integration Center | California
Governor's Office of Emergency Services
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