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Critical Path Traversal Vulnerability Impacting ESRI's ArcGIS
Server

Unauthenticated Attacker Crafted Input Paths Access to Sensitive Data Patch Available

The California Cybersecurity Integration Center (Cal-CSIC) has become aware
of a critical path traversal vulnerability impacting ESRI's ArcGIS Server. CVE-2026-
9181 carries a CVSS 3.1 score of 9.8.1 CVE-2026-92181 enables an
unauthenticated attacker to craft input paths and potentially read files not
intended for public view. Successful exploitation allows a threat actor to gain
access to sensitive information and configuration files on the server without
credentials, potentially allowing further exploitation.?

ESRI has acknowledged this vulnerability and has published a security advisory
with patch instructions.3 If patching is not immediately feasible, it is advised to
block external access to the server’'s administrative and management interfaces
and limit access to only trusted local administrators. There are no workarounds
for these vulnerabilities. There is no Proof-of-Concept for CVE-2026-2181, nor is
there evidence of it being exploited as a zero-day.

The Cal-CSIC recommends following ESRI's patching and workaround guidance
as soon as possible. For additional details for CVE-2026-9181, please use this link:

ESRI Security Bulletin: hitps://www.esri.com/arcgis-blog/products/arcgis-
enterprise/administration/may-2026-arcgis-security-bulletin
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Cal-CSIC services are provided at no cost to assist organizations in strengthening
their cybersecurity defenses. If you need assistance or wish to verify this
communication, please contact us at (833) REPORT-1, or (916) 636-2997. Visit our
website for more details: California Cybersecurity Integration Center | California
Governor's Office of Emergency Services
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