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Multiple Vulnerabilities Impacting ServiceNow Al Platform

Unauthorized Access Data Modification Arbitrary SQL Code Execution Fixed Releases Available

The California Cybersecurity Integration Center (Cal-CSIC) has become aware
of multiple high and critical rated vulnerabilities discovered in ServiceNow's Al
Platform, one of which would allow for unauthorized access. The ServiceNow Al
Platform is used to integrate Al, data, and workflow automation to execute
business operations across the enterprise infrastructure.!

The following vulnerabilities were discovered:

o CVE-2026-13016: SQL injection vulnerability allowing unauthenticated users to execute
arbitrary SQL statements (CVSS v4.0: 9.3)2

o CVE-2026-86860: Missing authorization enabling unauthenticated users to exiract data
and escalate privileges (CVSS v4.0: 9.3)3

o CVE-2026-86858: Improper access control, enabling unauthenticated users to
modify/delete data (CVSS v4.0: 8.7)4

o (CVE-2026-86859: Authorization bypass for unauthenticated users to access unauthorized
data (CVSS v4.0: 8.7)5

o (CVE-2026-86857: Authorization bypass in ServiceNow Al Platform, allowing authenticated
users fo access unauthorized data (CVSS v4.0: 8.4)¢

Among these, CVE-2026-13016 is one the most impactful. The vulnerability stems
from insufficient input validation. An attacker would be able to send crafted
requests to the platform in order to execute arbitrary SQL code against the
underlying database and gain access to or modify instance data beyond what
was infended.

ServiceNow identified the vulnerabilities through internal security testing,
customer security assessments, and various disclosure and bug bounty
programs. ServiceNow has not identified any confirmed evidence of
exploitation. and have issued a security advisory with software updates to
address this vulnerability. ServiceNow has also stated that they have remediated
these vulnerabilities.”

The Cal-CSIC recommends that any self-hosted clients follow ServiceNow's
updating guidance and upgrade to their appropriate patched release.
Customers who participate in the ServiceNow Patching Program have received
an update.
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For additional details regarding these ServiceNow vulnerabilities, please use this
link:

ServiceNow Security Advisory:
https://support.servicenow.com/kb2id=kb_article_view&sysparm_article=KB3159623

Affected Release and Updated Versions

Yokohama Patch 13 Hot Fix 5a

Patch 10 Hot Fix 4a W32
Zurich Patch 10 Hot Fix 3b
Patch 11 Hot Fix 3

Patch 2 Hot Fix 4o W32

Australia Patch 4 Hot Fix 3

Patch 5

Cal-CSIC services are provided at no cost to assist organizations in strengthening
their cybersecurity defenses. If you need assistance or wish to verify this
communication, please contact us at (833) REPORT-1, or (216) 636-2997. Visit our
website for more details: California Cybersecurity Integration Center | California
Governor's Office of Emergency Services
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https://www.caloes.ca.gov/office-of-the-director/operations/homeland-security/california-cybersecurity-integration-center/
https://www.caloes.ca.gov/office-of-the-director/operations/homeland-security/california-cybersecurity-integration-center/
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